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The principal aim of the Welsh Language Commissioner (the Commissioner), an independent organisation established under the Welsh Language Measure (Wales) 2011, is to promote and facilitate the use of Welsh.  The Commissioner's vision is for a Wales where people can use Welsh in their everyday lives.
Two principles will underpin the work:
· In Wales, the Welsh language should be treated no less favourably than the English language.
· Persons in Wales should be able to live their lives through the medium of the Welsh language if they choose to do so.
The Commissioner's internal administration is carried out entirely through the Welsh language; also, a considerable amount of external communication is carried out through the Welsh language.
Procurement legislation requires a contracting authority (Welsh Language Commissioner) to consider whether splitting the contract into lots is appropriate.  The Commissioner has decided that services to be carried out under the contract are to be divided into the 3 lots, as specified in the requirements set out in section 5.
Suppliers are invited to apply for one or more of the lots and to inform the Commissioner which lot(s) they are applying for by noting this in Section 10.
Any supplier who applies for one or two lots will not be treated less favourably than a supplier who applies for all three lots, provided they meet the selection criteria which apply to the lot they are applying for.
The Commissioner will decide, depending on the outcome of the assessment of the proposals, if all the lots are awarded to one supplier, or to award individual lots to different suppliers.
[bookmark: _Toc230711879]Aim and Objectives
The Commissioner wishes to appoint a supplier or suppliers to fulfil IT Support Services for the IT environment outlined in section 4 in accordance with the Requirements set out in section 5.
The Commissioner wishes the contract to run for a period of 3 years from 24/11/2026 to 30/11/2029, with the option to extend the contract for up to 2 additional years.
The tender timetable (Section 7) has been designed to allow sufficient time following award, to transfer services in circumstances where this is necessary.  As part of their offer, suppliers should include a section describing the methodology and timetable for transferring and taking responsibility for the services they will be bidding for.
[bookmark: _Toc230711880]Risks
The Commissioner is required to identify and assess any risks that may impact this procurement process and consider how the risks could affect the future operation of the contract.  The Procurement Act 2023 (Schedule 8 paragraph 6) requires the Commissioner to set out the risks in the tender documentation, in order to be able to modify the contract in circumstances where the risk materialises.
The Commissioner has identified the following risks; and may wish to modify the contract if one or more of the risks materialise.
	Risk
	Impact on Contract
	Why not possible to address at outset

	Budget allocated to the Welsh Language Commissioner is reduced significantly.
	Commissioner would need to assess spending priorities, which could impact the affordability of the contract.
	There is no current  information or evidence to suggest that a reduction in the budget is likely.

	Risk that technological, business, or operational requirements have a consequential change to the way IT services are delivered
	Technological, business, or operational requirement result in:
· additional IT requirements
· change to existing IT services
· cessation of IT services
	There are no currently known or foreseeable, circumstances, but it is possible that this could arise during the term of the contract.



[bookmark: _Toc230711881]IT Environment
Background information on the current IT environment is noted in this section, to give potential tenderers sufficient understanding to develop and submit a written proposal that meets the requirements, as laid out in section 5, together with the pricing table to deliver those requirements.
IT is a continually developing field, therefore as noted in the risks in section 3 above, the IT environment as currently established and described below may change or evolve in the future.
Locations
The Commissioner has two offices for staff living close to those offices.  Other staff not living within reasonable commuting distance are designated as home-workers.  Irrespective of being designated an office or a home-worker, most staff work in a hybrid manner spending some time in the offices and some at home or at hot-desk hubs.  All staff are based in Wales.


The work locations are as follows with numbers of staff as noted:
	Unit 2 Block C
Victoria Dock
Caernarfon
LL55 1TH
	Government Buildings
King Edward VII Ave
Cardiff
CF10 3NQ
	Home-workers

	Workstations – 21
Headcount – 15
FTE – 14.2
	Workstations - 11
Headcount - 10
FTE – 10.0
	
Headcount - 15
FTE – 13.9



Hybrid working arrangement require all staff to be able to connect to the organisation’s IT services and resources from all locations.  Connectivity for staff at these locations will be as follows:
· offices			LAN connection via PSBA to the internet
· home			connection via home internet provider
· other locations		via third party network or public or private Wi-Fi
The Commissioner takes responsibility for the connectivity within and from its offices.  The Commissioner does not have responsibility for users’ internet services from home or any other location.  However, the Commissioner endeavours to assist users to establish connectivity from their home location where issues arise.
Connectivity at the offices is provided via an ethernet connection to each workstation.  Additionally, a secure private Wi-Fi network allows users working away from workstations to connect to the network.
The organisation currently has very few on-premises servers; the network infrastructure at each of the 2 offices services on-premises servers for the purposes of printing at these locations.
Personnel
The Commissioner employs one full time IT Officer, who is responsible for coordinating the IT services for the organisation by a variety or combination of the following methods:
Direct delivery of the service
Delivery of the service via the IT Support Services contract
Delivery of the service via other third-party suppliers
The IT officer has principal responsibility for the provision of IT services on a day-to-day basis by being the main point of contact to enable the Commissioner’s staff to raise and resolve level 0,1, and some level 2 support services.
The IT Officer will be the point of contact for the Commissioner’s staff to raise matters not covered in 4.9 above.  However, the supplier will provide the resources and technical assistance to resolve and implement these matters.
For the purposes of this contract, IT Support Levels are defined as follows:
	IT Support Level
	Function
	Methodology

	Level 0
	Self-help and user retrieved information
	Users retrieve support information from web and mobile pages or apps, including FAQs

	Level 1
	Basic help desk resolution and service desk delivery
	Support for basic user issues such as solving usage problems and fulfilling service desk requests that need IT involvement.

	Level 2
	In-depth technical support
	Experienced and knowledgeable technicians assess issues and provide solutions for problems that cannot be handled by level 1.

	Level 3
	Expert product and service support
	Access to the highest technical resources available for problem resolution or new feature creation.
Level 3 technicians attempt to duplicate problems and define root causes, using product designs, code, or specifications.

	Level 4
	Outside support for problems not supported by the organisation
	Contracted support for items provided by but not directly serviced by the organisation



It is noted that the IT Officer may require assistance with level 2 matters where the skills / experience of the IT Officer and the nature of the issue means that the IT Officer is unable to resolve the matter independently.
The supplier will support all services during the absence (e.g. holiday or illness) of the IT Officer.
General Environment
Since the beginning of 2021 the Commissioner has been operating the following IT environment:
The organisation has a Microsoft 365 (M365) tenancy which is hosted by Microsoft within the UK.  The resilience of the environment is based on that provided by Microsoft.
Workloads are implemented on several Microsoft Azure cloud resources, including (but not limited to) Microsoft Entra ID, InTune, App Services, Power Platform and Universal Print.  These resources can operate independently or in collaboration with each other or cross-platform with other resources or systems.  These systems can be virtual or on-site.


Each user in the organisation has M365 Business Premium licence on the basis of a monthly subscription.  The licence provides the users with the full standard package of applications as provided by Microsoft for this plan.  The applications principally used by users are:
· Outlook – Exchange Online
· Teams
· OneDrive
· Word
· Excel
· Edge
· PowerPoint
· SharePoint Online
Users are provided with laptop devices built and maintained by the organisation:
· the current estate, since January 2025, comprises Lenovo ThinkPad X13 Generation 4 laptops (49 devices of which 40 are deployed to staff, the remainder being a stock of spares).
· some of the previous estate of Lenovo ThinkPad X390 (approximately 15 devices) has been retained for potential use in the event of a business continuity requirement.
· the estate also includes HP Pav 15 laptops (10 devices) which have not been configured to the organisation’s standard configuration; however, these are not currently used but may be brought into service if required.
The standard configuration for the organisation is a Windows 11 Business Operating system.  User devices are configured to the standard build using the Autopilot tool.  Upgrades and Updates to user devices are also facilitated via the Autopilot tool.
The organisation operates Endpoint Manager to manager end-user devices.
The organisation has developed a Case Management System on the Microsoft Dynamics platform in partnership with a Dynamics IT developer.  The system has been operational since the beginning of May 2026, and is in a period where processes are gradually transferring (over a period of about 4 months) from manual processes to the Dynamics system.  An interim support package is in place, with an intention to establish a support service on a longer-term basis.
The organisation operates certain applications/services on virtual Azure servers hosted by Microsoft within the UK, these proprietary applications/services are noted below and are supported by their respective software suppliers:
· Sage 50 Payroll
· SAGE 50 Accounts
· SDL Trados (translation software)


The Corporate website is hosted on an Umbraco platform, which is currently supported by a third-party supplier via a support contract.
The organisation’s Human Resources team operates the IRIS Staffology Human Resources package which is hosted in the cloud by the software provider.  The software is supported by the software provider.
The organisation provides business Apple iPhones to 8 users.  The Commissioner owns the devices and has a voice and data service contract with Vodafone.  All devices are fully managed under a Mobile Device Management application via Apple Business Manager in collaboration with Microsoft InTune.
A virtual telephony system operates across all users in the organisation.  Users access the 3CX telephony service via an application on their laptops, there is no physical handset provided.  The system is supported via a third-party supplier.
The organisation has 2 Multifunctional Devices to provide copying, printing and scanning facilities.  These devices are rented under an operating lease with a Crown Commercial Services framework supplier for a period of 5 years.  The supplier is responsible for all servicing and consumables, except for paper.  One device is located at each office, and users have connectivity to the devices from any location via a licenced PaperCut application.  As noted in paragraph 4.8 servers are located at each office for this purpose.
The organisation has a Yealink video-conferencing service with one suite set up at each office location.  The suites were set up by a third-party supplier, but there is no support contract.  The organisation subscribes to a Teams Rooms Basic service, but the organisation is investigating the potential to upgrade to Teams Rooms Pro, dependent on the cost-benefit analysis.
Security Risk Appetite
The organisation is risk averse in its appetite to IT security risks.  In this context the organisation has followed the advice of UK and Welsh Government agencies and departments.  This this end, the organisation has a comprehensive risk management framework, including a suite of policies and procedures, supported by the following accreditations:
· Cyber Essentials
· Cyber Essentials Plus
· IASME Cyber Assurance Level 1
· IASME Cyber Assurance Level 2


[bookmark: _Toc230711882]Contract Requirements
This section lays out the contract requirements.  The respective requirements and responsibilities of the IT Officer and the Supplier in respect of the requirements in this section should be read in the context of the principles noted in paragraphs 4.9 to 4.14 above.
The Supplier's proposal should include details on how the service will be delivered giving examples of experience of delivering similar services.
Examples of the Service Level Agreements (SLA) and Key Performance Indicators (KPI) are given in paragraph 5.25.  Whilst these are indicative of the those that could be used to measure performance of the contract, the detailed SLAs and KPIs that will form part of the contract will be agreed between the successful Supplier(s) and the Commissioner, following award of contract.
Equality
The Commissioner is subject to the Equality Act 2010 and has developed an Equality Plan supported by its Strategic Equality Plan 2024-28.  From time to time, requirements may arise where the Commissioner needs to respond appropriately and make reasonable adjustments so that the needs of users are met.  Suppliers should collaborate with the Commissioner to ensure that this requirement is met.
Capability in the Welsh language
As noted in paragraph 1.3 of this document, the internal administration including all policies and procedures of the organisation, is conducted in the Welsh language.  The Welsh language is language of spoken, and written communication between the staff of the organisation.
Suppliers’ capability to deliver services in the Welsh language is desirable.  The capability to deliver services in the Welsh language will be assessed as part of the awarding criteria detailed in section 8 of this document.
Suppliers should, as part of their proposal, include a section on their capability in the Welsh language.  The proposal should give details of:
· which services can be delivered in the Welsh language
· where a service can be delivered in the Welsh language, details about the capability (spoken / written / understanding)
· numbers of staff that have capability in the Welsh language
· for key personnel (e.g. Customer Relationship Manager / Project Manager) the capability of the persons in the Welsh language


As noted in paragraphs 1.4 to 1.7 above the Commissioner has determined that this contract will be divided into the following lots as detailed below.
Suppliers should indicate in the Checklist and Declaration (Section 10) the lots that they are tendering for.
The Commissioner notes for each lot below whether the lot will be awarded to a single supplier or to one or more suppliers.
[bookmark: _Toc230711883]LOT 1: Support Services
General day to day support for the IT environment, infrastructure, equipment, services and their users.
The Commissioner will award this LOT to a single supplier.
The requirements under this LOT are as follows:
	
	Service Delivery

	i. 
	Microsoft 365 Cloud and Azure Services
Maintenance and monitoring of the Commissioner’s M365 and Azure tenancies, ensuring continuity of services and performance to the organisation.

	ii. 
	Domain Administration
· Creation, amendment, deletion, and support of user accounts
· Group policy administration
· DHCP and DNS management
· File and printer services
· User authentication

	iii. 
	On Premises Provision
Maintain the hardware and software associated with the provision of the corporate network providing continuity of services to all staff at all locations, ensuring that:
· services are available;
· are operating to optimised performance levels;
· upgrades, patches and fixes have been applied; and
· security levels are set and are operating appropriately, and alerts are received to threats.
This being in respect of and including (but not limited to) :
· Connectivity to the PSBA network
· Network security
· Uninterrupted Power Supply (UPS) equipment
· Network management equipment
· Routers and Switches
· Network cabling
· Wireless Access Points (WiFi)



	iv. 
	In co-operation with the Commissioner, the Supplier shall maintain topographical maps of the client IT environment. Electronic copies of these diagrams will be shared with the Commissioner.

	v. 
	e-mail Services
· e-mail service monitoring
· e-mail threat detection and mitigation
· e-mail account access changes

	vi. 
	Proprietary Services
Provision and support for software or business applications according to the organisation’s need.  These applications may change in the future, but currently include:
· IRIS Staffology (HR system)
· SAGE 50 Payroll (Payroll system)
· SAGE 50 Accounts (Finance system)
· SDL Trados (Translation database)
Note: the provision and support does not extend to technical support of the application itself; this support is provided by the software supplier

	vii. 
	Provision and support of networked printing services, in cooperation with the supplier from whom the equipment is leased.

	viii. 
	Provision and support of mobile telephony devices connected and managed within the Commissioner’s domain.

	ix. 
	Ensure that end user equipment provides the services to the required standard; and where failures to hardware and/or software occur, to respond to and remediate these failures as required.

	x. 
	Ensure patches and upgrades of hardware and software is completed in a timely and effective manner, to maintain proper operation of the network and to ensure compliance with the Commissioner’s security policies and industry best practice.
Note: non-routine patches and upgrades will be managed by the Supplier through the use of a formal change control procedure.

	xi. 
	Wherever possible the Supplier will remedy service problems remotely with minimum disruption to the Client network or user services.  However, where temporary loss of service is necessary to remedy a fault, the Supplier will notify the Client’s authorised representatives.

	xii. 
	Wherever possible the Supplier will undertake planned and essential and work (any necessary configuration changes, upgrades or equipment moves etc.) outside normal working hours, in order to minimise disruption to the Client.
Normal working hours are defined as:
09:00 – 17:00
Mon to Fri (excluding public holidays)




	
	Helpdesk Support

	xiii. 
	Provision of a helpdesk support service during normal business hours:
Normal working hours are defined as:
09:00 – 17:00 (with the option to work flexibly between 07:00 – 19:00)
Mon to Fri (excluding public holidays)

	xiv. 
	The helpdesk service allows staff to raise issues, faults, or requests that require resolution.  Suppliers should indicate the processes they have available to provide a helpdesk service, via some or all of the following methods:
· Online portal
· e-mail
· Telephone

	xv. 
	It is desirable that issues, faults and requests raised with the Helpdesk shall be recorded on an Online portal.  Progress of the issues raised shall be recorded on the portal so that users are able to self-serve to receive updates on their issue

	xvi. 
	Resolution of incidences and issues raised to the Helpdesk will be prioritised according to risk, impact and severity.
The Supplier shall provide a prioritisation methodology that will apply, as well as the Service Level Agreement that will apply, to the different prioritisation levels.
Resolution of incidences and issues will be measured against the SLA

	xvii. 
	Suppliers should advise whether they are able to offer ‘out-of-hours’ support.
Where out-of-hours support is offered details of the times, scope and costs of this support should be given.

	xviii. 
	Suppliers should confirm the level of support they can provide at short notice, in the event of an emergency, detailing the times, scope, and cost of the support.

	xix. 
	The Supplier will have access to the Commissioner’s systems and will be able to provide remote support to those systems.
Remote support is essential given the Commissioner’s staff are located at offices across Wales and at their home addresses.
Suppliers should give details of their solution for remote access.  The mechanism will be agreed between the Commissioner and the Supplier following award of contract.  The mechanism for remote access will need to comply with the Commissioner’s security policies.






	
	Monitoring, Reporting and Remediation

	xx. 
	The Supplier shall establish a suite of tools and reports to monitor the Commissioner’s IT environment.  The monitoring tools shall enable the Supplier to establish in respect of cloud based and on-premises services so that:
· services are available;
· are operating to optimised performance levels;
· monitored and alerted to service breaks and outages;
· security levels are set as required, are operating appropriately, and alerts are received to threats; and
· upgrades, patches and fixes have been applied or otherwise

	xxi. 
	The monitoring tools shall enable the Supplier to establish in respect of end-user’s equipment and managed devices that:
· services are operating as planned;
· security levels are set as required, are operating appropriately, and alerts are received to threats; and
· upgrades, patches and fixes have been applied or otherwise

	xxii. 
	In cooperation with client, the Supplier shall undertake an annual review of the adequacy of the monitoring and reporting processes. and implement improvements as required.

	xxiii. 
	The Supplier shall report to the Commissioner, on a periodic basis (to be agreed as part of the SLA), to demonstrate compliance with the Commissioner’s IT policies.  The reporting should demonstrate:
· performance against Key Performance Indicators;
· highlight issues and incidents;
· demonstrate remedial action taken; and
· report on status of ongoing issues

	xxiv. 
	The Supplier shall maintain awareness of issues and threats to the organisation.  These issues and threats should be monitored though appropriate industry channels such as, but not limited to the National Cyber Security Centre

	xxv. 
	The supplier will undertake triage and analysis activity to assess and determine the extent of any threat to the organisation’s IT environment, to contain it where practicable.  Sub-contracted specialists may be used for this service.

	xxvi. 
	The Supplier shall undertake appropriate remedial action in response to any incident that the monitoring system highlights as being actionable.  This response should be undertaken in a timely manner commensurate with the risk, impact and severity of the incident

	xxvii. 
	The Supplier shall instigate ad-hoc reporting where the risk, impact or severity of an incident or issue justifies immediate or more urgent/frequent reporting than the agreed periodic reporting cycle



	
	End of Life Replacement and Renewal

	xxviii. 
	Advise the Commissioner when hardware, software or services are approaching the end of their economic or supported lives, or are due for renewal according to the Commissioner’s policy

	xxix. 
	Where hardware is recycled or disposed of, legislation regarding proper recycling of, or disposal of computing or electronic equipment must be followed, using industry best practices.

	xxx. 
	Significant projects to replace or renew hardware, software or services will ordinarily be undertaken as a project – see LOT 3




[bookmark: _Toc230711884]LOT 2: Security Assurance Services
Provision of Services and Support to achieve Security Assurance for the IT environment, infrastructure, equipment and services.
The Commissioner will award this LOT to a single supplier.
Suppliers should provide details in their proposal of how the services will be delivered, including the names of third-party service providers where these are being used to meet the requirement.
The supplier should set out the price for the services in the Pricing Table
The requirements under this LOT are as follows:
	
	Back-Up and Restore

	i. 
	Service to back-up all servers, structures and data on a daily basis, with the capability to restore servers, structures and data to the previous day’s copy in the event of a data or service loss

	ii. 
	Structures and Data held in the following environments are in scope:
· Corporate SharePoint environment
· Users’ OneDrive
· Exchange Online servers
· Virtual Azure servers

	iii. 
	Suppliers to state how long back-ups are retained for in their proposal

	iv. 
	Suppliers to propose indicative service level agreements (SLA) for restore from back-up services, dependent on size and severity of restore requirement

	v. 
	Conduct monthly test of restore from back-up, including provision of reports to the Commissioner on the results of the restore test

	
	Vulnerability Scanning

	vi. 
	Conduct quarterly vulnerability scans of end-user devices, corporate devices and IT environment

	vii. 
	Provision of reports to the Commissioner, providing details and data on the vulnerabilities identified, including a risk assessment of the vulnerabilities

	viii. 
	Deliver remediation plans for the identified vulnerabilities, and execution of the plans, so that vulnerabilities are eliminated/managed

	ix. 
	Suppliers to propose indicative service level agreements (SLA) for execution of the remediation plans





	
	e-mail Phishing Testing

	x. 
	Conduct twice yearly e-mail phishing test campaigns across all the organisation’s users.

	xi. 
	Provision of results and analysis of the success/failure by users.

	xii. 
	Provision of resources for re-training and re-inforcement messages for users that fail the tests.

	
	Penetration Testing

	xiii. 
	Undertake penetration testing on the organisation’s IT environment, infrastructure, equipment and services at least once each year, following recognised standards such as CREST or CHECK (or UK recognised equivalent)

	xiv. 
	Provision of reports to the Commissioner on the results of the penetration test

	xv. 
	Deliver a risk-based remediation plan for the identified vulnerabilities, including execution of the required actions to eliminate/manage the vulnerabilities

	xvi. 
	Suppliers to propose indicative service level agreements (SLA) for execution of the remediation plans

	
	Cyber Essentials / Cyber Essentials Plus

	xvii. 
	Undertake tasks as necessary to achieve Cyber Essentials accreditation for the organisation

	xviii. 
	Cyber Essentials accreditation to be renewed annually (July)

	xix. 
	Delivery to include whole cost of delivering the audit and accreditation, including certification

	xx. 
	Undertake tasks as necessary to achieve Cyber Essentials Plus accreditation for the organisation

	xxi. 
	Cyber Essentials Plus accreditation to be renewed annually (September)

	xxii. 
	The IT Officer will work closely with the supplier to achieve Cyber Essentials Plus accreditation

	xxiii. 
	Delivery to include whole cost of delivering the audit and accreditation, including the cost of independent assessment and certification






	
	IASME Cyber Assurance Level 1

	xxiv. 
	Suppliers should note that the organisation has capability and has led on the IASME Cyber Assurance Level 1 accreditation, therefore support and intervention by the supplier is expected to be minimal

	xxv. 
	Support the staff of the organisation with questions and clarification relating to the annual accreditation, on a needs basis

	xxvi. 
	In circumstances where there is a significant change to the requirements relating to the accreditation additional support may be required

	
	IASME Cyber Assurance Level 2

	xxvii. 
	Conditional on annual renewal of the IASME Cyber Assurance Level 1 accreditation, Level 2 accreditation is automatic until February 2028

	xxviii. 
	On a 3 yearly basis support the organisation to achieve IASME Cyber Assurance Level 2 Accreditation

	xxix. 
	Lead the accreditation assessment, and collaborate with the Commissioner’s staff to identify any matters that require resolution, prior to seeking formal independent audit

	xxx. 
	Delivery to include whole cost of delivering the accreditation, including the cost of independent audit and certification




[bookmark: _Toc230711885]LOT 3: Project and Change Request Services
Provision of Delivery of Projects and Change Request Services to the IT environment, infrastructure, equipment and services as required by the Commissioner
The Commissioner may award this LOT to one or more suppliers.
It is anticipated that the delivery of services under this LOT will be charged on a time and materials basis, where each project would be quoted for based on the specification requirements for that individual project.
Suppliers should quote a consultancy day rate for this service.  Where suppliers have numerous day rates depending on skills and experience, suppliers should provide these rates in their proposal.  The pricing table should include a blended day rate based on the supplier’s best estimate – using a typical mix of resource skills and experience on a typical project.
The requirements under this LOT are set out as follows:
	
	IT Strategy

	i. 
	Work in partnership with the Commissioner in developing an IT Strategy on a cyclical basis (3-4 years)

	ii. 
	Undertake collaborative discussions with the Commissioner regarding its strategic IT requirements

	iii. 
	Prepare proposals regarding the developments in the IT field that address and meet the Commissioner’s business requirements, including developing innovative solutions

	iv. 
	Preparation of Strategy documents, including options, risk assessments, and high-level cost benefit analyses

	
	Change Request and Project Delivery

	v. 
	Respond to Request for Change when raised by the Commissioner.  Delivering solutions to agreed timescales and budgets, to meet the business requirements

	
	Project Delivery

	vi. 
	In collaboration with the Commissioner, develop innovative proposals and solutions to business requirements

	vii. 
	Prepare detailed proposals delivering technical solutions to meet the business needs, incorporating cost benefit analysis, risk assessments, training, and support

	viii. 
	Prepare detailed project plans, timetables and budgets for the delivery of projects

	ix. 
	Execution of projects to agreed specifications, timetables and budgets

	x. 
	Undertake any required remedial work following project implementation

	xi. 
	Prepare post implementation reviews and lessons learned (where required)


Service Level Agreements and Key Performance Indicators
The Commissioner will, on commencement of the contract, agree Service Level Agreements with the Supplier(s).  These Service Level Agreements (SLA) will be used to measure and monitor the performance of the Supplier against the delivery requirements of the contract.  Some may be chosen to be Key Performance Indicators (KPI).
The paragraphs below outline some typical SLA / KPI that the Commissioner may wish to include as part of the contract.  These SLA / KPI will be negotiated between the Commissioner and the successful supplier(s) following award of contract and will be effective on commencement of the contract.
LOT 1
· times to respond to Helpdesk requests based on severity
· performance and availability of services (%)
· time taken to install upgrades / patches from time issue raised
· compliant end-user devices (%)
· services operating non-supported software (%)
· end-user devices operating non-supported software (%)
· monitoring reports delivered on time (%)
LOT 2
· back-up and restore activities executed on time (%)
· vulnerability scans executed on time (%)
· vulnerability remediation action points delivered on time (%)
· e-mail phishing tests executed on time (%)
· penetration tests executed on time (%)
· penetration tests remediation action points delivered on time (%)
· success in achieving CE and CE Plus accreditation
· success in achieving IASME Cyber Assurance level 1 / level 2 accreditation
LOT3
· Requests For Change delivered to agreed timetables (%)
· time taken to prepare proposal / quote for a project
· delivery of technical design / cost-benefit analysis / risk assessment to agreed timescale (%)
· project delivery in accordance with requirements, to timescale and budget (%)
As part of their written proposal, suppliers should include example SLAs / KPIs, for the types of services delivered under this contract, which are indicative of a typical contract of this size and complexity.


Contract Management
Regular contract management meetings will be held between the Commissioner and the supplier(s) to discuss contract performance, and any other issues determined relevant by either party.  The dates, times and frequency of meetings will be agreed once the contract is operational, however, the meetings must occur at least annually.

[bookmark: _Toc230711886]Contract Delivery Timetable
The Commissioner has provided a timetable of events that will ensure that the work is completed on time.  Any changes to the timetable and milestones will be agreed with the Commissioner in advance and confirmed in writing by the Contract Manager.
Completion dates and required milestones:
	Requirements / Events
	Date

	Beginning of service transition phase
(where applicable)
	01/09/2026

	End of service transition phase
(where applicable)
	23/11/2026

	Negotiation and agreement of SLA / KPI
	31/10/2026

	Supplier(s) take over responsibility for service delivery
	24/11/2026

	SLA and KPI as agreed come into effect
	24/11/2026

	Contract Management Review Meetings
(as a minimum)
	15/11/2027
15/11/2028
15/11/2029



Other key deliverables and dates will be determined by the agreed Service Level Agreements and Key Performance Indicators.


[bookmark: _Toc230711887]Evaluation Method
This section sets out the process and steps that will be used to evaluate the suppliers’ bids for the tender.  The purpose of this section is to be transparent, so that suppliers are aware of the evaluation process and the proposed timetable.
	Description of Stage
	Proposed Completion Date

	1. Registering bids for the tender
(closing date for receipt of suppliers’ proposals)
	03/07/2026

	2. Determining whether suppliers are excluded
	10/07/2026

	3. Assessing whether suppliers meet the Conditions of Participation
	10/07/2026

	4. Carry out a desk-top assessment of the bids from suppliers who have met the Conditions of Participation, using the Award Criteria set out in Section 8
Select the suppliers who are to be called for an interview
	10/07/2026

	5. Conducting interviews with shortlisted suppliers
	17/07/2026

	6. Assess the suppliers called for an interview using the Award Criteria set out in Section 8
	24/07/2026







	02/27	

[bookmark: _Toc230711888]Award Criteria
This section provides guidance to suppliers in relation to presenting their bid and how the bid will be assessed.
A bid should be submitted:
in writing, not exceeding 10,000 words
in an electronic format
in Welsh or English (an application will not be treated less favourably in whichever language it is submitted)
The proposal should include:
Sufficient evidence to assess your capability, skills and experience as a supplier to meet the Aims and Objectives in section 2 and the Requirements in section 5 in respect of the IT environment outlined in section 4.
Any specific requirements included in the table of award criteria in paragraph 8.6 below.
The score for the contract price is evaluated as follows:
(Lowest price received / Price submitted by the tenderer) X 10


The scores for the other criteria will be evaluated as follows, based on the evidence provided by the tenderer for that criterion:
10	Excellent
8		Very good
6		Good
4		Sufficient
2		Poor
0		No Evidence
The contract will be awarded to the most advantageous bid based on the criteria below which have been weighted by importance.  The percentage weighting relevant to the different lots is noted in the table below:


	Criteria
	Weighting
LOT 1
%
	Weighting
LOT 2
%
	Weighting
LOT 3
%

	Technical Solution and Innovation
Evidence of up to 3 contracts successfully fulfilled in the last 3 years, demonstrating how the delivery of those contracts is relevant to the requirements of this contract as detailed in this document.
Please provide details of:
· Services delivered under the contract
· How the contract was delivered successfully (include testimonials)
· Duration of the contract
Provide evidence of how you will be able to fulfil each of the Requirements noted in section 5 of this specification demonstrating that adequate systems, processes and resources with appropriate skills and relevant experience are available to service the requirements for the IT environment described in section 4.
Provide examples of how you have responded to equality needs and developed solutions delivering reasonable adjustments based on need.
Suppliers may include innovative proposals which they believe would further develop the IT environment for the benefit of the Commissioner.
	25
	30
	25






	Criteria
	Weighting
LOT 1
%
	Weighting
LOT 2
%
	Weighting
LOT 3
%

	Personnel - Skills and Experience
The names of the key staff who will deliver the contract along with their CVs including their experience, skills and qualifications
	25
	15
	20

	Management and Communication
· Methods used to manage the contract, to ensure delivery
· Monitoring and performance reporting methodology
· Means of communicating progress against agreed timetables, milestones, and budgets
· Methods for identifying and responding to problems
· Methods of dealing with disputes or complaints and how they are resolved
	10
	10
	20

	Capability in Welsh
As noted in paragraphs 5.5 to 5.7, please note your capability in the Welsh language as follows:
· verbally in different situations, e.g. meeting, presentations, telephone conversations
· in writing, when preparing proposals for work, providing advice, correspondence (such as emails)
· reading and understanding written Welsh
	10
	5
	10





	Criteria
	Weighting
LOT 1
%
	Weighting
LOT 2
%
	Weighting
LOT 3
%

	Price offered for the Contract
· Inclusion of a Pricing Table for your proposal
The costs stated should include all relevant elements, including third party costs where applicable to meet the requirements.
Please disclose whether the price is fixed for the duration of the contract, or whether it will fluctuate over the life of the contract, e.g. an increase due to inflation, and state the mechanism.
Clearly indicate on the Pricing Table whether you are registered for VAT, and if VAT is included in the price.
	30
	40
	25

	TOTAL
	100
	100
	100





[bookmark: _Toc230711889]Basic Contract Information
Suppliers need to be aware of some basic matters that apply to contracts in general.  The following subsections contain this information.
[bookmark: _Toc230711890]Contract Manager
Richard Davies (Senior Finance & Resources Officer) shall be the Commissioner's Contract Manager.
The Contract Manager will be the Commissioner's point of contact during the contract period. He/she may choose to meet a representative named by the Contractor as necessary, in order to discuss any issue that may arise in the delivery of the service.
[bookmark: _Toc230711891]Intellectual Property
A supplier's attention is drawn to section 28 of the Commissioner’s "Terms and Conditions of Contract" in relation to intellectual property.
It is stated that any specifications, instructions, plans, drawings, patents, patterns, models, designs, or any other material submitted to or provided to the Contractor by the Commissioner remain the property of the Commissioner; and/or prepared by or for the Contractor for use, or intended to be used, in relation to the performance of the contract.
[bookmark: _Toc230711892]Data Protection
The Commissioner operates data protection policy and meets its responsibilities in accordance with Data Protection Legislation.
Suppliers’ attention is specifically drawn to sections in the "Terms and Conditions of Contract" namely 23 Confidentiality, 24 Publicity, Media and Official Enquiries, and 25 Data Protection Legislation.
The Commissioner expects suppliers to have a data protection policy in place in line with the Data Protection Legislation, and to consider the impact of failing to meet its data protection requirements on the Commissioner or on the Commissioner's relationship with other bodies or with the public.  Copies of the Commissioner's internal policies and procedures in relation to data security and information management are available at the request of the suppliers.  Suppliers' internal policies and procedures are expected to ensure that they meet the requirements in these areas.
[bookmark: _Toc230711893]Freedom of Information
The Commissioner is committed to open government and acts in accordance with the Code of Practice on Public Access to Information in meeting its duties in accordance with the Freedom of Information Act 2000.  Any Information submitted by you in connection with this tender may need to be disclosed in response to a request pursuant to the Act.  Suppliers' attention is drawn to section 26 of the Commissioner’s "Terms and Conditions of Contract".
If you consider that any information in your tender is commercially sensitive, please identify it and explain (in broad terms) the harm that could result from its disclosure if a request is received, and the time period applicable to that sensitivity.  You should be aware that even if you have identified information as commercially sensitive, we may have to disclose it in accordance with the Act if a request is received.
We will consult you if we receive a request to disclose any information that you have identified as commercially sensitive.
[bookmark: _Toc230711894]Payment Arrangements
A payment schedule will be agreed with the successful supplier(s), subject to changes to the agreed specification.  The payment schedule will detail the nature of the goods/services provided, any milestones for making instalment payments, where applicable and the timescales for delivery and the amounts due.
Payments will be made within 30 days of receipt of a correctly submitted and non-disputed invoice.  Invoices should show a full breakdown of the costs in accordance with the successful supplier's contract.


[bookmark: _Toc230711895]Checklist and Declaration
Suppliers should complete the tables and sign the declaration below:
	Name of Supplier / Organisation
	

	Address
Postcode
	

	Telephone number
	

	e-mail
	

	Name of Director
	

	Director's Signature
attesting that the supplier's bid and the information attached is complete and accurate
	



Suppliers should check that their bid is complete and accurate, against the checklist below:
	Description of the requirement
	Response

	Basic information in relation to the supplier provided on the central Supplier Information System is complete, accurate, and current
	Yes / No

	Conditions of Participation presented is complete and accurate
	Yes / No

	Bid submitted is complete and accurate in accordance with the requirements of the Specification
	[bookmark: cysill]Yes / No

	Lots tendered for:
	

	LOT 1: Support Services
	Yes / No

	LOT 2: Security Assurance Services
	Yes / No

	LOT 3: Ad-hoc and Project Services
	Yes / No

	Pricing Table presented is complete and accurate
	Yes / No
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